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[bookmark: policy-statement]1. Policy Statement
Helping Hand is committed to protecting personal data in compliance with the UK GDPR and the Data Protection Act 2018. This policy ensures that personal data is collected, stored, processed, and shared lawfully, fairly, and transparently.

[bookmark: scope]2. Scope
This policy applies to: - Personal data of staff, pupils, parents, and third parties - Electronic and paper records held by Helping Hand - All systems and processes that store or process personal data

[bookmark: data-protection-principles]3. Data Protection Principles
All personal data will be: 1. Processed lawfully, fairly, and in a transparent manner 2. Collected for specified, explicit, and legitimate purposes 3. Adequate, relevant, and limited to what is necessary 4. Accurate and kept up to date 5. Kept in a form which permits identification for no longer than necessary 6. Processed securely to prevent unauthorized access, loss, or damage

[bookmark: lawful-basis-for-processing]4. Lawful Basis for Processing
Helping Hand processes personal data based on one or more lawful bases, including: - Consent - Contractual necessity - Legal obligations - Vital interests - Public task - Legitimate interests

[bookmark: responsibilities]5. Responsibilities
[bookmark: data-protection-officer-dpo]Data Protection Officer (DPO)
· Oversee GDPR compliance
· Maintain records of processing activities
· Provide advice and training on data protection matters
[bookmark: all-staff]All Staff
· Comply with this policy and GDPR principles
· Protect personal data in all forms
· Report data breaches immediately to the DPO

[bookmark: data-subject-rights]6. Data Subject Rights
Individuals have the right to: - Access their personal data - Request rectification of inaccurate data - Request erasure of data (right to be forgotten) - Restrict processing - Object to processing - Data portability - Lodge a complaint with the ICO

[bookmark: data-security-and-storage]7. Data Security and Storage
· Personal data will be stored securely using appropriate technical and organisational measures
· Paper records are stored in locked cabinets
· Electronic data is protected by passwords, encryption, and secure access controls
· Staff must not share login credentials or leave sensitive data unsecured

[bookmark: data-sharing]8. Data Sharing
· Personal data is shared only with authorized recipients and on a need-to-know basis
· Third-party processors are vetted for GDPR compliance
· Data sharing agreements are in place where necessary

[bookmark: data-breach-management]9. Data Breach Management
· Any suspected data breach must be reported to the DPO immediately
· The DPO will assess and notify the ICO within 72 hours if required
· Affected data subjects will be informed if there is a high risk to their rights

[bookmark: retention-and-disposal]10. Retention and Disposal
· Personal data will only be kept for as long as necessary
· Retention schedules are maintained and reviewed
· Secure disposal methods will be used for electronic and paper records

[bookmark: training-and-awareness]11. Training and Awareness
· All staff receive GDPR and data protection training during induction
· Refresher training is provided regularly
· Staff are updated on changes to policies and procedures

[bookmark: monitoring-and-review]12. Monitoring and Review
· Compliance with this policy is monitored regularly
· Policy will be reviewed annually or when legislation changes
· Staff will be informed of updates and retrained if necessary
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